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IQware Overview 
(Overview 1 of 4)
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 We make secure, rule-based, interoperable, data mining, content 
management & delivery software.

 We have developed, patented (US #7,322,028 more pending) and 
deployed the software platform – a “disruptive technology”.

 We are a platform, a tool and an “app” - all three in one.
 We are based upon HP's OVMS technology.
 We focus on the regulated industries where our unique attributes matter:

— Pharmacy / pharmaceutical and Health Care

— DoD / government (critical infrastructure)

— Banking/Finance & Insurance

 We have a recurring-revenue model and make money in three ways:
— We get transaction fees (“software-as-a-service” model)

— We sell context-sensitive Point-of-Sale (POS) ads w/tracking

— We sell data mining services (e.g., drug efficacy, utilization, interaction, therapy, 
compliance & demographic research for big pharma)



  

HP Relationship 
(Overview 2 of 4)

 How IQware can help HP:
– IQware gives OVMS a much broader range of immediate 

applications in key regulated industries: health care, retail 
pharmacy, pharmaceutical, DoD, federal government, etc.

– Customers who adopt IQware, must buy HP products & services!

– HP can dominate the pharmacy/pharmaceutical space because of 
IQware's unique attributes, functionality and IQware's MTM 
excellent initial market reception.

– IQware can help HP leverage its EDS consulting side by offering 
something new & useful to its existing client base and to new 
clients.

– IQware can maintain higher billing rates for EDS by maximizing 
the use of their domain-level experts (rather than just supplying 
“cheap coders”).



  

HP Relationship 
(Overview 3 of 4)

 How HP can help IQware:
– Currently an HP DSPP member – (question: are there any other 

“official HP certifications” we can use?)

– Build awareness of IQware within HP.

– Web-based promotions and awareness building for potential 
customers.

– Suggest IQware for appropriate customer applications.

– Build awareness of IQware's value proposition to key accounts.

– Access to technology & technical assistance when required.

– Continuing and expanding OVMS, including GNV support 
(absolutely critical), external web-based services via gSOAP (Brett 
Cameron and John Apps), multimedia tools/toys, etc.

– More open source support – need this ASAP!



  

HP Value Proposition 
(Overview 4 of 4)

 We only use HP platforms because only HP makes OVMS.
 We add significant value to HP's OVMS platform, which has potentially far 

higher margins than other HP products.
 We add value to HP's acquisition of EDS by providing a unique, useful 

product for their large market spaces.
 We can leverage domain-level expertise so that hourly billing rates are 

higher yet total project cost is lower.
 We help HP uniquely position itself in the regulated industries by offering 

what no one else has: a patented (US #7,322,028) rule-based, interoperable 
secure system on a DoD-rated, transaction-based O/S.

 Minimal revenue dilution because IQware has few “layers” - i.e., it only 
needs HP's OVMS and a database (Oracle is preferred) to deploy & operate.

 We utilize & leverage the existing DoD B2/C2 and NIAP EAL-5 ratings of 
the OVMS platform.



  

IQware's Vision 
(Company Topics 1 of 4)

 To be the Google(TM) of pharmacy, pharmaceuticals and 
health care.

 To use MTM to establish and control the “pharmacy 
footprint” which is essential for successful drug usage & 
efficacy data mining and POS advertising.

 To provide rule-based, intelligent, interactive & secure data 
mining and analysis that is far beyond simple referential 
“text match” or “dictionary lookup” searches (like all other 
ordinary search tools).

 To be the preferred vehicle for interactive and secure 
medical content analysis & delivery – a natural extension 
of our MTM clinical tools (we are already in discussions 
with Lexi-Comp and Gold Standard for this purpose).



  

Target Markets 
(Company Topics 2 of 4)

 We focus on the regulated industries which demand high security, 
24x7 availability, comprehensive audit trails and accountability:

— Pharmacy (Medication Therapy Management) / pharmaceutical
— Health care
— DoD / Government / Critical Infrastructure

 Pharmacy (MTM) market is $1.25B, based upon 78,000 pharmacies 
(USA, UK, AUS) x $16k for IQware's portion of MTM & advertising.

 Pharmacy management system market is $175MM, based upon a 
$0.05 charge for each prescription filled.  There were 3.515 billion 
prescriptions filled in 2007.

 Market size for “big pharma” & “biotech” data mining is far larger (in 
the billions of dollars), with a recurring revenue “software as a 
service” (SaaS) model.

 DoD applications (e.g., control and command centers) are handled on 
a per-project basis.



  

Marketing & Sales Approach
(Company Topics 3 of 4)

 We build awareness and sell through 
strategic partners and leverage their 
existing relationships.

 We also sell through SIs (System 
Integrators).

 We use focused seminars and on-line 
demonstrations to secure initial 
deployments.

 Advertising sales are done in parallel as 
our “footprint” expands.

 Data mining is done in parallel as data is  
automatically gathered & sorted – an 
integral benefit of IQware's deployment.



  

Intellectual Property 
(Company Topics 4 of 4)

 US Patent (US 7,322,028) awarded for 
“Method and System for Providing 
Virus-Immune, Rule-Based, Cross-
Platform Software System”.

 Another patent is pending – a CIP 
(Continuation in Part) with additional 
key claims.

 Another patent to be filed soon for 
additional key software architecture 
features and advantages.

 Technology can be “cloned” and 
licensed on a per-market-vertical or per-
application basis, generating additional 
revenue streams.



  

IQware's Software - What is it? 
(Technical Topics 1 of 9)

● IQware is a single application whose entire 
operation is controlled at run-time by “rules”.

● The single application combined with the rules acts 
as the desired software application.

● Rules execute at run-time and can be changed while 
the single application is running.

● The rules are configured graphically by a special 
application.

● No programming or  programming knowledge is 
required to set up and configure an application with 
IQware.

● We do NOT generate new source code.
● We do NOT create and deploy a new physical, 

executable application.



  

IQware's Key Features 
(Technical Topics 2 of 9)

● Rule-based
— Software’s appearance and functionality are 100% controlled by operating rules 

that can be changed on-the-fly, while the system is running.
● Interoperable

— Uses thin client (Xlib) architecture (obeys IEEE & POSIX standards) which 
ensures compatibility with and adaptability to new and emerging hand-held & 
desktop technologies.

● Secure
— Solves the ENTIRE security problem by monitoring and controlling all access of 

subjects to objects.
● Disruptive

— Forces competitors into uncompetitive and uneconomic tradeoffs.

● Patented
— US patent #7,322,028 awarded for “Method and System for Providing a Virus-

Immune, Rule-Based, Cross-Platform Software System”.  Additional patents 
filed.



  

User Input
Key Press

Mouse Movement
Mouse Click
Other Input

Program Response
Perform operation(s)

Execute routine(s)
Terminate

Business Logic
Examine User Input

Examine current program state
Examine other conditions

Make a Decision

“Idle Time”
Wait for next user input
Wait for external event

●Malware can observe this 
process

●Malware can interfere with 
this process

●Malware can steal data 
stored in RAM

Software Application Structure

● Applications receive user inputs and make 
one or more decisions.

● Applications perform one or more 
operations in response to the decision.

● Applications then wait for the next user input 
and event.

● All this processing occurs on the desktop or 
laptop machine.

● Encrypted data is still decrypted on the PC 
and stored as 'plaintext' in RAM – where it's 
vulnerable to “spyware”.

● “Spyware” and “malware” can observe and 
interfere with this process because it all 
occurs on the desktop or laptop.

● Malware can observe and 'steal' critical 
data.

PC or PC Server

What, Me Worry?



  

User Input
Key Press

Mouse Movement
Mouse Click
Other Input

Program Response
Perform operation(s)

Execute routine(s)
Terminate

Business Logic
Examine User Input

Examine current program state
Examine other conditions

Make a Decision

“Idle Time”
Wait for next user input
Wait for external event

IQware's New Approach
(Patented US #7,322,028)

● We separate the “user input piece” 
from the rest of the application so 
“malware” cannot “infect” the critical 
business logic and program 
operation.

● We use a TCB (Trusted Computing 
Base) that is DoD rated B2/C2 for 
the secure server.

● We can use any kind of laptop / 
desktop for the “user input piece” 
(Windows, Linux, Apple, PDAs, etc.).

● The client piece is very thin and is 
available as open source freeware 
(XLIB).

● The secure server handles all 
program logic, decision making and 
operation execution.

● All communication to/from client is 
encrypted.

No Worries, Mate!
Invention #1:
We “cut” the app 
along this line for 
interoperability

This part of the 
app runs on a 
DoD secure 
server

This part of the 
app runs on 
ANY client!

Malware stays here

No malware here Invention #2:
We put this piece 
on a DoD-rated 
secure server for 
virus-immunity



  

IQware's Secure Architecture

● User events are encrypted and 
sent to the secure server.

● No sensitive data (e.g., UID or 
PWD strings) is in PC's RAM.

● Malware within PC cannot “infect” 
secure server.

● PC client is “thin” and uses XLIB 
which is available as open source 
freeware.

● Any PC may be used: Windows, 
Linux, Apple, UNIX-based, PDAs.

User Input
Key Press

Mouse Movement
Mouse Click
Other Input

●Malware 
remains here

●Only this 
machine is 
vulnerable.

Program Response
Perform operation(s)

Execute routine(s)
Terminate

Business Logic
Examine User Input

Examine current program state
Examine other conditions

Make a Decision

“Idle Time”
Wait for user input

Wait for external event

PC or PC Server

IQware Secure Server
Network 

Cloud

●No malware
●No interference
●No data theft

● Secure server controls all business logic and 
makes all application decisions.

● Secure server performs all application operations.

● Malware cannot affect secure server (non-Intel 
CPU ISA, DoD rated B2/C2).

● Optional CAPTCHA images can be used so that 
text strings (e.g., SSNs, UIDs, PWDs, etc.) are 
never sent to the virus-prone PC client.



  

IQware's Rule-Based Invention

Program Response
Perform operation(s)

Execute routine(s)
Terminate

Business Logic
Examine User Input

Examine current program state
Examine other conditions

Make a Decision

“Idle Time”
Wait for user input

Wait for external event

IQware Secure Server

Network 
Cloud

●No malware
●No interference
●No data theft

● IQware converted the application into a 
“Rule Processor” that executes rules.

● Rules control the business logic, program 
state, other conditions.

● Rules control screen appearance, menus, 
toolbars, other visual aspects of the 
application.

● Rules control all program decisions and 
operations.

● Rules control all database access, data 
formatting, data presentation and data 
display.

● Rules are configured graphically without 
any programming.

● Rules can be changed “on-the-fly” so new 
functionality can be added while the 
application is running!

Communication is 
encrypted in both 

directions

IQ's “rules” control 
ALL aspects of 

program operation
RULE

DataBase

Invention #3:
The app is  controlled 
by RULES and not by 
hard-coded logic



  

IQware's Rules 
(Technical Topics 3 of 9)

 Rules are designed to make it easy to go from a business process 
flowchart to a delivered, deployed software system.

 Rules control all aspects of software operation including:
– User displays
– User Interface Objects (UIF)
– Database operations
– Data acquisition
– Data analysis
– Data transfers & communication (from anywhere to anywhere)
– Report formatting and population
– External foreign O/S operations and RPCs (Remote Procedure Calls)
– External web-based services via gSOAP (Brett Cameron and John 

Apps)
– Multimedia displays (for advertising and educational videos)



  

Rule Specification 
(Technical Topics 4 of 9)

● Rules are excuted at run-time by the Rule Processor, which is the main 
application of IQware.

● Each rule can specify several classes of items:
— Events (E)
— Actions (A)
— Data Source (DS)
— Data Destination (DD)
— Visual Attributes (VA)
— O/S Permissions (OSP)
— Access Modes (AM)
— Audit specifications (AU)
— (others)

● Items are logically independent
● Not all items are relevant for each rule.
● Rules are graphically configured by an intuitive editor, IQ-Build.
● Rules may have dependencies on other rules for increased flexibility.



  

IQware's Architecture 
(Technical Topics 5 of 9)

 The code is “planar” - its flowchart has no crossing lines.
 Planar code makes it simple and easy to mathematically verify.
 Planar code is suitable for DoD “A1” level certification and EAL-7 

certification.
 The the reference monitor implemented within OVMS handles security 

at the lowest layer.
 Two main loops – the “event loop” and the “action loop”.
 The event loop gathers events which include UIF (user interface) and 

rule events.
 The action loop performs all rule-directed actions.
 Rules are referenced by a unique ID and are executed in the order 

determined by their configuration.



  

IQware's Design Features 
(Technical Topics 6 of 9)

● Leverages “open source” tools.
● Interfaces with OpenOffice, gaining in popularity.
● Obeys IEEE and POSIX standards, enabled by HP OVMS' current 

support of those same standards.
● Works with – not against – current market trends.
● Minimal use of APIs for maximum flexibility & O/S version 

portability.
● Responds to key market demands & needs:

— Security
— Interoperability
— Auditability
— Scalability
— Real-time performance
— On-the-fly re-configurability



  

Rule Configuration 
(Technical Topics 7 of 9)

● Configuration done graphically by IQ-Build 
utility.

● No programming required.
● Configuration can be done by domain-level 

experts to maximize end user satisfaction.
● Configuration is done using a thin client model 

(Xlib).
● Configuration can be done on any client device.
● Configuration is saved in one or more BXB 

files.
● Configuration is read on-the-fly by the Rule 

Processor (IQware's main application).



  

IQware Sample Deployment 
Example: Medication Therapy Management

(Technical Topics 8 of 9)

 MTM (Medication Therapy Management) systems are required 
for pharmacist reimbursement under Medicare Part D.

 IQware's MTM system cost $950,000 to produce – that 
includes database integration, integration with pharmacy 
management systems, full system documentation, 
demonstration systems, testing, deployment, etc.

 Other competing systems (Mirixa, Conxus, Outcomes, etc.) 
have cost upwards of $5,000,000 to produce and they lack 
IQware's features, including clinical tools, medically-approved 
database integration, interoperability, central management and 
comprehensive audit trail.

 IQware's anticipated Pharmacy Management System is 
expected to cost less than $2,000,000 to produce, document, 
test & deploy.



  

Creating Systems Using Rules 
(Technical Topics 9 of 9)

 Analyze Business 
Process Plan.

 Create, configure and 
edit the rules using 
IQware's Build Utility. 
Rules are of the form 
“upon event e(i) take 
action a(i).”

 Execute the rules using 
IQware's Rule 
Processor.

 Alter functionality by 
altering rules.

 Automatically 
document the completed 
system using the rule 
editor.



  

Keyboard Mouse

Display

Windows User

Device-dependent Layer

X Protocol

Xlib

Xt Intrinsics 

X Toolkit

Network 
Cloud

Keyboard Mouse

Display

MAC User

Device-dependent Layer

X Server

X Protocol

X Server

X Protocol

IQ Deployment 
Architecture

● IQware works with 
any client

● All network 
communication is 
encrypted

● Client side is open 
source freeware

● Client side is ultra-
thin

● Rules can be 
changed at any 
time 

Keyboard Mouse

Display

Linux/UNIX User

Device-dependent Layer

X Server

X Protocol



  Keyboard

USER

Mouse

Display

Workstation 
Running X Display 

server

Hardware-dependent Keyboard 
and Mouse Input

Place events in the 
client's queue

X Display 
Server

Event 
Queues

Client NClient 1

Send bytes to a client over 
the network

Client 1 Client N

Request 
Queues

Receive bytes from network

Extract events from queues 
and process them

Hardware-dependent 
Graphics Output

Graphics 
Requests

Client Side of IQware (X-Server)
● The X-Server actually 

runs on the client 
machine.

● The X-server is VERY 
thin – much smaller 
than a web browser and 
all of its ”plug-ins”.

● The X-server runs on all 
client machines, 
including Windows, 
Apple MACs, Linux (all 
varieties), Sun UNIX, 
PDAs, etc.

● X-servers are available 
as open-source 
freeware.

Network 
Cloud
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